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1
Decision/action requested

This contribution proposes to make a restructuring effort for TS 33.501 right after SA3#89. It is proposed to take the list of restructuring proposals as a basis for the restructuring work. 
2
References

 [1]
3GPP TS 33.501 v 0.4.0
3
Rationale

The current TS has structural problems, which make it more and more difficult to work with. We believe that structural changes proposed in this contribution would enhance the clarity of the specification, which will mean more efficient specification work, less room for misunderstandings and mistakes in the specification, which in turn means less room for security holes.
One could argue that it is too late to make structural changes to the draft TS. We believe changes need to be done now as otherwise we will run into more difficult problems in the future.
3.1
Highest level clauses
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Observations of the current highest level structure: The order of clauses is not logical. Especially:
-
Clause 7 (Network domain security) is between clause 6 (UE and CN) and clause 8 (UE and RAN) even though 6 and 8 are closely related.

-
Clause 11 (Non-3GPP access) is after interworking and IMS emergency handling even though non-3GPP access is closely related to the clauses 6 and 8.
Proposals for highest level structure:

-
Proposal 1: Clauses 6, 8 and 11 are about UE, (R)AN and 5GC and belong close to each other. Clause 9 on interworking should come after those.

-
Proposal 2: Clauses 7, 10, 12 and 13 are network domain security and special cases which can come later.
That is, the order of clauses from clause 6 onwards should be: 
-
Security procedures between UE and 5G CN functions (old clause 6)

-
Security procedures between UE and 5G RAN functions (old clause 8)

-
Security for non-3GPP access to the 5G CN (old clause 11)

-
Security of interworking (old clause 9)

-
Security 5G network functions (old clause 7)

-
Security aspects of IMS emergency session handling (10)
-
Security procedures between UE and external data networks via the 5G CN network (old clause 12)

-
Security aspects of SMS over NAS (old clause 13)
3.2
Problems with clauses 6 and 8
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The core functionality of the work in TS 33.501 is done on clauses 6 and 8. Clause 6 is about procedures between UE and CN functions. Clause 8 is about procedures between UE and RAN functions. 
However, this split does not seem to work, because some procedures apply to both RAN and CN functions and it seems unnatural to split the procedures between the clauses. There are the following problematic procedures: 
-
Mobility (highlighted in red box) 
-
State transitions (highlighted in yellow box) 
-
Key identification and setting (highlighted in dotted brown box) 
In addition, some procedures are illogically ordered:
-
Security mode command and algorithm negotiations (highlighted in green box) 
-
Description of NAS and AS security mechanisms (highlighted in light blue box) 
How is this in TS 33.401? In TS 33.401 all these procedures (except for NAS security mechanisms) are under the same level 1 clause, which is called “7 Security Procedures between UE and EPS Access Network Elements”.  So, the clause name is actually not correct in TS 33.401 either since that clause includes a whole lot of material that applies to the CN functions. 

Proposal 3: We propose that the unnatural split of procedures to different clauses is reversed and each procedure is specified in one clause only. In addition, some other clauses should be reordered to more logical order (similarly as the corresponding clauses are in TS 33.401). These will be explained in more detail in the next clause. 
These changes will enhance the clarity of the specification, which will mean more efficient specification work, less room for misunderstandings and mistakes in the specification, which in turn means less room for security holes. 

3.3
Proposals for clauses 6 and 8
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Figure above shows clauses (with red oval), which are clearly misplaced in the current draft TS 33.501 clauses 6 and 8. I.e. they are describing functionality where CN is clearly involved, but they are still under clause 8 ‘Procedures between UE and 5G RAN’. In more detail:

Mobility (highlighted in red box) 
CN related aspects of mobility are supposed to be described in clause 6.5, and RAN aspects in clause 8.3, but, as the figure shows, clause 8.3.1 already has some CN aspects! Interactions between UE, CN and RAN nodes for mobility, especially for handover, are best described together and therefore it is proposed to merge 6.5 to 8.3. Especially the handover clause 6.5.1 should be merged to 8.3.1 (Proposal 4). 
AMF change (within the same or different AMF set) is not a procedure of its own, but it is always related to handover or idle mode mobility. Therefore clauses 6.5.2 and 6.5.3 on AMF change should be merged to the clause on Handover 8.3.1 (e.g. to clause 8.3.1.3.3 on N2-handover) and to a (new, currently missing) clause on Idle mode mobility in clause 8.3 (Proposal 5). 
Both 6.5.1.2 and 8.3.1.4 have clauses on Key-change-on-the-fly, but this functionality is not necessarily related to mobility. Therefore, they seem to be misplaced under mobility. It is proposed to put clauses on Key-change-on-the-fly in a clause before mobility and state transitions (Proposal 6) (clause 6.3 could be one candidate). However, if an appropriate clause is not found, they could also stay in mobility.
State transitions (highlighted in yellow box)
Clause 6.4 is currently empty, but 8.2 has the (the complete set of?) state transitions. It is proposed to keep all state transitions in clause 8.2 and delete clause 6.4 (Proposal 7).
Key setting, identification and lifetimes (highlighted in dotted brown box)
RAN key setting is currently in 8.1.1, but it also includes descriptions related to NAS keys. It is proposed to move key setting in 8.1.1 right after key hierarchy in clause 6.2 (Proposal 8).     
In addition to the unnatural split procedures above, some procedures are illogically ordered. 
NAS, RRC and UP security mechanisms (highlighted in light blue box)  

These should be specified before they are used in other procedures. In TS 33.401 these were close to each other. They (clause 6.6, 8.4 and 8.5) should placed after authentication but before mobility, state changes or SMC procedures (Proposal 10).

Security mode command and algorithm negotiations (highlighted in green box)
These should be specified before they are used in other procedures. In TS 33.401 NAS SMC and NAS algorithm negotiation, and AS SMC and AS algorithm negotiation are close to each other in clause 7.2.4. It would be clear to also move NAS SMS and AS SMC and algorithms negotiations close to each other in TS 33.501 and before the mobility and state transitions (Proposal 9).
Having said all of the above, the current headings (and the split of procedures to UE-CN and UE-RAN) in clause 6 and 8 do not make sense anymore. Clauses 6 and 8 should be merged to one level-1 clause which is proposed to be called ”Security procedures between UE, 5G core network and 5G radio access network functions” or something similar (Proposal 11).
Taking all the proposals above into account the new structure of the new merged clause 6 and 8 could look as in the following figure (compare to the order of corresponding clauses in TS 33.401) (Privacy clause it not shown but it could be the last subclause):
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3.4
Other proposals

Unnecessary heading levels should be deleted during restructuring work as they make the TS too complex (Proposal 12). For example, in clause 6.5, subheading 6.5.1.1 “Key derivations during handovers” seems not needed as heading 6.5.1 “Key handling in handover” already says the same thing. 
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3.5
How to make the changes

We belive it would be difficult to make a restructuring of the clauses at SA3#89 at the same time as new technical contributions are approved to the be included in the draft TS. This could also slow down the progress of the technical work at SA3#89. Therefore, we have not proposed a pCR for the restructuring. 
Instead, 
· It is proposed to make the restructuring after the approved pCRs from SA3#89 have been implemented to the draft TS as version 0.5.0. The restructured draft TS could then be version 0.5.1. 
· This work could take place during the 1-2 weeks after SA3#89 and the effort should have decision power to make the restructuring
· There could be a conf call for the work if needed. 

· It is proposed to take the proposals in this contribution as a baseline for this work. 

This does not have to be an effort for the rapporteur only, but could be done with the help of interested companies (e.g. Ericsson). Of course, nothing prevents taking the new structure proposals into account when discussing and approving the pCRs at SA3#89.  It is proposed to handle also other possible “major” restructuring proposals in the same way. 
